Abstract
B. ETC Intelligent Transportation Network
Information on tolls is transmitted over an ETC intelligent transportation network, which is regarded as a derivative of the Internet of Things [4] , thereby possessing its structural characteristics. The layered structure of ETC intelligent transportation network is illustrated in Fig. 2 , in which the data perception level collects the vehicle information and OBU information, and then forwards those data to the background system through the data transport level after the process of the data protection level. Finally, the data application level takes full use of those data gathered.
The inherent vulnerabilities of Wireless Sensor Network, which is deployed in ETC lanes, could compromise the whole security of an intelligent transportation network. Moreover, the DSRC protocol that is used to connect OBU and RSU has several shortcomings, such as bypass interference, and car-following interference. Therefore, it is urgent to improve data transmission security for ETC intelligent transportation networks.
With the aim of improving the security of data communications over an ETC intelligent transportation network, we focused on creating a safe environment for WSN as a part of it to protect the information in relation to the drivers and the vehicles in the ETC lanes from being eavesdropped, tampered, and / or interfered.
D. Motivation for Giving a Priority to WSN
In an ETC system, a large number of wireless sensor nodes are deployed at ETC lanes, and they are small in size and operate on small sized battery with very limited data processing power. Those wireless sensor nodes constitute a WSN by means of self-organization [6] .
The sensor nodes are used to apperceive (acquire), dispose, and transmit information about the driver and the driving vehicle in ETC lanes. Meanwhile, they are also used to store, manage, and fuse information which is retransmitted by other sensor nodes. The above information is then converged at a sink node, and forwarded to the processing centre (server) for central fusion and processing through exterior networks. Depending on the received information, the processing centre determines the final tolls that should be deducted from the vehicle owner's Intelligent Card.
The maintenance and monitoring of sensor nodes is quite difficult due to its deployment environment, and so the sensor nodes could be easily compromised by adversaries. The security of the information collected by the sensor nodes has a direct impact on the privacy of vehicle owners, thus a priority should be given to secure data communication over
WSN.
Encrypting sensitive data such as vehicle information on deduction standards could effectively resist some attacks on WSN. As secure key management is the premise of information encryption, encryption techniques and key management are the central gravity for the security of WSN. There has been extensive literature in researching WSN security, which can be divided into two categories in the cryptography field. One uses symmetric encryption; although existing symmetric encryption schemes provide a good level of security, key maintenance remains difficult. The other emphasizes asymmetric encryption (public-key cryptography). When asymmetric schemes are used, key management becomes easier, but they provide a lower level of security compared to the former. No matter which kind of protection method is adopted, the low battery power, limited memory space, and less processing capabilities of sensor nodes should be taken into account. In this study, we proposed an efficient symmetric key negotiation, data encryption and key update scheme based on a Logistic chaotic stream cipher algorithm.
The rest of this paper is organized as follows: Section II presents the related research work on WSN security protection. Our proposed cryptographic scheme is described in detail in
Section III. Section IV shows the security analysis of the proposed scheme. The experimental results and performance comparisons of the proposed scheme are discussed in Section V. Finally, the conclusion of the paper is given in Section VI.
II. RELATED WORK
The security aspects that have been attracting a vast of attention in WSN are the areas of information encryption and key management, which are mainly achieved by using symmetric cryptography and public key cryptography.
Currently, security in Wireless Sensor Network is provided mostly through symmetric cryptography. LEAP protocol [7] was designed to prevent security threats and localize the possible damages based on symmetric cryptography. This protocol supports the establishment of some types of keys for each sensor node, in which pair wise keys are used for secure data transmission between a sensor node and its direct neighbours. To share the key with neighbours, sensor node A broadcasts a 'hello' message to discover its direct neighbours (one hop node), and then waits for each neighbour to replay with their identities.
After receiving replay from neighbour B, A computes a key KAB. Sensor node A generates KB = f Ki(B), and then computes KAB as KAB = f KB (A). Node A erases the key Ki after neighbour discovery or time expiration. Thus no other node can compute KAB after erasing the key. Sensor node B computes KAB in the same manner without transmitting any message. Finally, each pair of adjacent sensor nodes possesses a unique secret key. The protocol effectively enhances the security of information transferred between sensor nodes. However, the number of neighbour nodes is abundant for each sensor node, which results in the difficulty of key maintenance. In addition, the workload for computing those secret keys is tremendous. The defects mentioned above are contradictory with the features of sensor nodes.
A RSA-based asymmetric algorithm was used to solve the problem of information security in Wireless Sensor Network [8] . This encryption algorithm contains two phrases: a sensor node to shakehand with another sensor node in which the two sensor nodes setup a session key; the use of the session key for data encryption. However, this encryption algorithm is not practical, since under the assumption that the nature of sensor node could not support asymmetric encryption algorithm due to the limitations of sensor battery and CPU power.
Furthermore, the public key algorithm with low encryption speed could not meet the real-time data transmission requirement, which is vital to WSN.
The above analysis shows that both symmetric and asymmetric encryption algorithms have shortcomings. To cope up with the shortcomings, Ganesh et al. [9] proposed to combine , in which the values of a and b are fixed. AES is of a symmetric encryption, and decryption is similar to the encryption process, but in reverse direction. In the method, sensor nodes A and B first negotiate a session key for ECC algorithm. Second, the communication initiator (sensor node A) uses an ECC algorithm which is mainly designed for encrypting a random number generated in the sensor node A to consult a key for AES algorithm, and then sends the cipher to sensor node B. The sensor node B obtains a random number by ECC decryption. Subsequently, the sensor node A uses ECC to encrypt plaintext and primary ciphertext is then obtained, which is further encrypted using AES algorithm. Finally, at the receiver side, the ciphertext is first decrypted by AES decryptor, and then decrypted by ECC decryptor, and the plaintext is obtained.
Although the existing ECC_AES scheme is pretty secure, the whole process is complicated and time-consuming. As wireless sensor nodes possess the inherent limitations of sensor battery and CPU power, the practical application of this scheme is limited. The increase in the elapsed time of finishing this complicated scheme has a negative effect on the quality of real-time communication.
So in this study, we devoted to improve key management and information security for WSN by proposing a more reliable, speedy, and secure cryptographic scheme.
III. PROPOSED CHAOTIC STREAM CIPHER-BASED CRYPTOGRAPHIC SCHEME
In this section, at first, we describe a logistic chaotic algorithm briefly. Subsequently, we detail our proposed chaotic stream cipher-based cryptographic algorithm for Wireless Sensor Network.
A. Logistic Chaotic Algorithm
A wide range of ciphers are included in the chaotic stream cipher, which is a hybrid algorithm of chaotic system and stream cipher. Chaotic system is an important subdiscipline of nonlinear science, which includes a unidimensional Logistic map, bidimensional Duffing equation and Henon chaotic system, three-dimensional Lorenz system, Chua's system and CLHE hyperchaos system, four-dimensional Rössler hyperchaos system, etc.
Chaotic systems can be roughly classified into two types: chaos and hyperchaos. The essential difference between chaos and hyperchaos lies in the number of positive Lyapunov exponents associated with them. There is a positive exponent in a dynamical system, which is usually taken as an indication that the system is chaotic. A chaotic system with at least two positive Lyapunov exponents is typically defined as hyperchaos.
In mathematics the Lyapunov exponent of a dynamical system is a quantity that characterizes the rate of separation of infinitesimally close trajectories. In a dynamical system, there is a spectrum of Lyapunov exponents -equal in number to the dimensionality of the phase space, in which the more positive the Lyapunov exponent is, the more chaotic the dynamic system is. So in a hyperchaotic system, the directions of trajectories are more unstable and the pseudo-random sequences generated are more random than a chaotic system. Although the research on hyperchaotic systems is in the budding stage, with their sequences is low, which is serious for hyperchaos due to its complexity structure. This means that use of hyperchaos will delay the communication significantly.
To meet the real-time data transmission requirement of ETC intelligent transportation network and the limitations of wireless sensors in computation and energy, we chose a straightforward logistic chaotic system rather than a hyperchaotic system. The stream cipher used is one kind of symmetric cryptography, which encrypts and decrypts plaintext or ciphertext in one or several bits. Taking performance into account, RC4 algorithm was chosen as a component of chaotic stream cipher in this study.
1) Logistic chaotic system
The logistic chaotic system [12] is one of the most popular models for discrete nonlinear dynamical systems. Its expression and computation process are straightforward. A logistic chaotic map can be described in equation of
where  is a control parameter on the interval   0, 4 and n X is a real number on the interval , the sequence generated by using (1) is in a chaotic status, which is similar to the probability nature of white noise, so the logistic chaotic system is a ideal way to act as a key sequence generator [13] . In addition, the logistic chaotic system is sensitive to the initial value. Fig. 4 shows the deviations of two logistic chaotic sequences at two initial values. As Fig. 4 illustrates, when 4   , the initial value X0 = 0.6634890 and X0 = 0.6634891 respectively with a scanty margin, the deviations of the two logistic chaotic sequences generated by the logistic chaotic map described by (1) is blindingly obvious. The deviations vary as the iteration n increases between (0, 80]. For the first thirty iterations, the deviations of the two logistic chaotic sequences are equal or close to zero, while the deviations are evident since then.
Therefore, the act of fixing the initial element position of a key sequence at the beginning of the iteration should be avoided when the logistic chaotic map is used as a key sequence generator. 
2) RC4 encryption algorithm
The RC4 algorithm is composed of two components: Key-scheduling algorithm (KSA) and pseudo-random number generation algorithm (PRGA). RC4 is regarded as a variable key-size stream cipher based on a 256-byte secret internal state and two one-byte indexes.
Information is encrypted by XORing data with the key sequence which is generated by RC4 from a seed key. For a given seed key, KSA generates an initial permutation state S.
PRGA is a repeated loop procedure with each loop generating a one-byte pseudo-random output as a key stream. At each loop, a one-byte key stream is generated and XORed with one-byte of plaintext, in the mean time a new 256-byte permutation state S as well as two one-byte indexes i and j are updated, which are defined by Since RC4 is probably the most widely used stream cipher nowadays due to its high efficiency and simplicity, attacks on RC4 have gathered pace in recent years. The attacks can be mainly classified into three types [14] [15] [16] [17] : week key attacks, force attacks, and related key attacks. The primary method of enhancing the anti-attack ability of RC4 is to improve the complexity and randomicity of key sequences. To address this problem, we proposed to use the logistic chaotic RC4 algorithm below.
3) Logistic chaotic RC4 algorithm
Logistic chaotic RC4 algorithm is made of a logistic chaotic algorithm and a RC4 stream cipher. To explore the advantages of RC4 and to improve the randomicity of the pseudo-random number generated by pseudo-random number generation algorithm in RC4, we in this study designed a new scheme by embedding a logistic chaotic system into the PRSA component of RC4 algorithm without modifying the KSA algorithm of RC4.
The function of KSA in RC4 is to complete initialization of RC4 key, while the function of PRSA is to produce a pseudo-random number. 
B. Chaotic Stream Cipher-Based Cryptographic Scheme
The proposed chaotic stream cipher-based cryptographic scheme not only possesses the inherent advantages of symmetric cipher but also settles the problem of key management. 
Swap(S[i],S[j]) T = (S[i]+S[j]) mod 256 K = S[t]
The proposed scheme includes four stages: regional division, the initialization of sensor nodes, the creation of session key and data encryption, and key updating.
1) Regional division
Regional division of the deployment area of sensor nodes is dominant for key management, and so it needs to pick up an appropriate division method firstly. According to the mosaic principle (2), it is possible to judge which polygon can connect seamlessly and cover the whole WSN area.
( 2) *180 / 360 n 
where the parameter n represents the number of edges in a polygon. When the result of (2) is an integer, the corresponding polygon can realize a seamless connection, and vice versa.
Regular hexagon is an optimum in dividing the WSN area due to every vertex having the least adjacent domains, which means that the critical sensor nodes can prestore less information of the adjacent domains. Assuming that the base station is an unconditionally trusted entity, which manages keys for sensor nodes in WSN. The base station sends flooding broadcast to the whole WSN, and then collects the information including the number and location of sensor nodes.
Subsequently, the base station divides the WSN area in the form of regular hexagon. Fig. 6 depicts the specific regional division of WSN area, in which CH, CM and CA represent the cluster head, member node, and critical node, respectively. After the initialization of sensor nodes, it creates session keys which confidentially communicate with others.
2) Initialization of sensor nodes
The sensor nodes deployed in ETC lanes can be divided into three types after the regional division. The initialization processes vary for different types of wireless sensor nodes. a) CH: It is the cluster head of every partition, which is used to manage the whole non CH sensor nodes within a partition. Each cluster head needs to be loaded the information: the identity idx assigned by the base station which has an Identity Repository (IR) used to restore the identities of all cluster heads. In addition, it also needs to prestore two sets of shared with the partition domain to which CM belongs. Fig. 7 . Creation of session key and data encryption.
3) Creation of session key and data encryption
When a wireless sensor node A wants to transmit vehicle information to a sensor node B, there are two situations according to the specific position of the sensor node B. One case is that sensor nodes A and B are in the same partition, in which they can negotiate a session 
4) Key updating
In the proposed scheme, keys are updated within the scope of a partition instead of the whole WSN area. The key update process includes two kinds of key updating: { , } x  after the process by using the proposed scheme in the stage of the creation of session key and data encryption.
IV. SECURITY ANALYSIS
This section provides a security analysis of the proposed chaotic stream cipher-based cryptographic scheme used to realise secure data communications over a wireless sensor network. The use of logistic chaotic system in this study enhances key sequence randomness, thus preventing WSN from malicious attacks.
A. Dos Attacks
In the proposed scheme, the use of clustering that consists of building partitions of sensor nodes to form a logistical structure with respect to a given metric. So sensor nodes communicate directly inside a partition and use a cluster head CH to communicate between the partitions. The workload of the base station is then reduced, i.e. it is only used in regional division and key updating. By this way, the proposed scheme can effectively withstand Dos attacks aimed at the base station.
B. Interference Attacks
Because of the application context of intelligent transportation systems, the transmitted information can be easily interfered by the perpetual noise of traffic and even other noises from the adversary. However, the proposed cryptographic scheme can resist interference attacks, because the statistical nature of the key sequence generated by the use of Logistic chaotic system in our proposed scheme is similar to the white noise's possessing anti-interference, as discussed by Wu et al [18] .
C. Replay Attacks
Analysis shows the proposed scheme can resist replay attacks. In the key sequence negotiation process, only two random numbers are transmitted over the unsecure Wireless Sensor Network. Any action that an adversary attempts to deceive another wireless sensor node by reusing the intercepted random number cannot be successful because the adversary does not possess the shared key
x  , and so she or he could not obtain the key sequence.
D. Man-in-the Middle Attacks
According to the proposed scheme, the adversary is infeasible to pretend to be a sensor node to communicate with another sensor node by using the intercepted random numbers.
Assuming that the adversary successfully shared two pairs of random numbers a r and b r with legal sensor nodes A and B, respectively, it still could not communicate with both of them. As the adversary could not decrypt the cipher coming from sensor nodes A and B, and vice versa, it does not have the prestored values
E. Session Key Security
In case a wireless sensor node wants to transmit vehicle information to another sensor node, it can obtain a session key sequence by using the proposed scheme, which is fairly secure. First, the negotiated session key sequence is not known to the third party but only to the two communicating wireless sensors. Second, it possesses a better pseudorandom owing to the use of Logistic chaotic system in the proposed scheme, which prevents the adversary from launching ciphertext-only attacks.
V. EXPERIMENTAL RESULTS AND DISCUSSION
To evaluate the efficiency and availability of the proposed chaotic stream cipher-based cryptographic scheme, we set up experiments simulating WSN in a real environment.
The communications between sensor nodes were implemented with the proposed scheme, and the associated encryption algorithm functions were supported by the OpenSSL cryptographic library. In our experiments, we measured the elapsed times of session key negotiation and data encryption using the proposed scheme, and then compared the experimental results with the results obtained from the experiments using the existing ECC_AES scheme. Fig. 8 illustrates the experimental environment / setup for performance measurements. As Fig. 8 shows, the communication between senor nodes A and B was based on our proposed scheme, while the communication between sensor nodes A * and B * was based on the existing ECC_AES scheme [8] . The processes of session key negotiation and data encryption are illustrated in Fig. 9 and Fig. 10 . Figures 9 and 10 were based on our proposed scheme and the existing ECC_AES scheme, respectively. For comparing the elapsed times, the two schemes encrypted information with the same length. With regard to the elapsed time of finishing one round session key creation and data encryption, each run obtained a slightly different result. As shown in Figs 9 and 10, the elapsed times were measured to be 62 ms and 218 ms for the proposed scheme and the existing ECC_AES scheme, respectively. Fig. 9 . Key negotiation and data encryption using the proposed scheme. Fig. 10 . Key negotiation and data encryption using the ECC_AES scheme.
After 40 times repeated tests, we obtained the elapsed times of finishing one round session key creation and data encryption for the proposed scheme and the existing ECC_AES scheme, respectively, and the results are listed in TABLE I.   TABLE I ELAPSED TIME OF COMPLETING ONE ROUND should also meet the real-time data transmission requirement. Taking into account the experimental results, the elapsed times for finishing one round with our proposed scheme were much shorter than the existing ECC_AES scheme. In other words, our proposed chaotic stream cipher-based cryptographic scheme could realise secure data communications over a wireless sensor network without compromising the real-time data communications over Intelligent Transportation Systems. Figure 11 shows the average elapsed times and standard deviations for finishing one round of our proposed cryptographic scheme based on Logistic chaotic RC4 encryption / decryption algorithm, and the ECC_AES scheme, respectively. As the results show, the proposed cryptographic scheme reduced the average elapsed time up to 67% in comparison with the existing ECC_AES scheme, indicating that the proposed scheme is remarkably effective in terms of security and performance. 
VI. CONCLUSIONS
In this study, we suggested a new chaotic stream cipher-based cryptographic scheme to achieve secure data communications over a wireless sensor network for Intelligent Transportation Systems. The proposed cryptographic scheme not only provided key negotiation and data encryption between sensor nodes in the WSN, but also reduced 
